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TO ALL WHOM IT MAY CONCERN: 



DETECTION OF ENTROPY IN CONNECTION WITH AUDIO SIGNALS 

Related Application 

This application contains disclosure similar to the 
disclosure in U.S. Patent Application Serial No. 09/116,397 filed 
July 16, 1998, in U.S. Patent Application Serial No. 09/427,970 
filed October 27, 1999, in U.S. Patent Application Serial No. 
09/428,425 filed October 27, 1999, and in U.S. Patent Application 
Serial No .. 09/543 , 480 filed April 6, 2000. 

Technical Field of the Invention 

The present invention relates to the encoding, 
decoding, and use of entropy in connection with the transmission 
of signals. 

Background of the Invention 

The video* and/or audio received by video and/or audio 
receivers are monitored for a variety of reasons. For example, 
such monitoring has been used to detect when copyrighted video 
and/or audio has been transmitted so that appropriate royalty 
calculations can be made. Other examples of the use of such 
monitoring include determining whether a receiver is authorized 
to receive the video and/or audio, and determining the sources or 
identities of video and/or audio. 

One approach to monitoring video and/or audio is to add 
ancillary codes to the video and/or audio at the time of 
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transmission or recording and to detect and decode the ancillary 
codes at the time of receipt by a receiver or at the time of 
performance by a player. There are many arrangements for adding 
an ancillary code to video and/or audio in such a way that the 
5 added ancillary code is not noticed when the video is viewed on a 
monitor and/or when the audio is supplied to speakers. For 
example, it is well known in television broadcasting to hide such 
□ ancillary codes in non-viewable portions of video by inserting 

Ln them into either the video's vertical blanking interval or 

U-IO horizontal retrace interval. An exemplary system which hides 
\2 ancillary codes in non-viewable portions of video is referred to 

^ as "AMOL" and is taught in U.S. Patent No. 4,025,851. 

;:~ Other known video encoding systems have sought to bury 

! ^ the ancillary code in a portion of a video signal's transmission 

! *45 bandwidth that otherwise carries little signal energy. An 

example of such a system is disclosed by Dougherty in U.S. Patent 
No. 5,629,739. 

An advantage of adding an ancillary code to audio is 
that the ancillary code can be detected in connection with radio 
20 transmissions and with pre-recorded music as well as in 

connection with television transmissions. Moreover, ancillary 
codes, which are added to audio signals, are reproduced in the 
audio signal output of a speaker and, therefore, offer the 
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possibility of non- intrusive interception and decoding with 
equipment that has a microphone as an input. Thus, the reception 
and/or playing of audio can be monitored by the use of portable 
metering equipment . 
5 One known audio encoding system is disclosed by Crosby, 

in U.S. Patent No. 3,845,3 91. In this system, an ancillary code 
is inserted in a narrow frequency "notch" from which the original 
□ audio signal is deleted. The notch is made at a fixed 

LSI predetermined frequency (e.g., 40 Hz). This approach led to 

U10 ancillary codes that were audible when the original audio signal 
H containing the ancillary code was of low intensity. 

* A series of improvements followed the Crosby patent. 

;;F Thus, Howard, in U.S. Patent No. 4,703,476, teaches the use of 

two separate notch frequencies for the mark and the space 
portions of a code signal. Kramer, in U.S. Patent No. 4,931,871 
and in U.S. Patent No. 4,945,412 teaches, inter alia, using a 
code signal having an amplitude that tracks the amplitude of the 
audio signal to which the ancillary code is added. 

Microphone -equipped audio monitoring devices that can 
20 pick up and store inaudible ancillary codes transmitted in an 

audio signal are also known. For example, Aijalla et al . , in WO 
94/11989 and in U.S. Patent No. 5,579,124, describe an 
arrangement in which spread spectrum techniques are used to add 



-3- 



} t 

*\ 1 > 




Attorney Docket 
28049/36451 

an ancillary code to an audio signal so that the ancillary code 
is either not perceptible, or can be heard only as low level 
"static" noise. Also, Jensen et al . , in U.S. Patent No. 
5,450,4 90, teach an arrangement for adding an ancillary code at a 
5 fixed set of frequencies and using one of two masking signals, 
where the choice of masking signal is made on the basis of a 
frequency analysis of the audio signal to which the ancillary 
□ code is to be added. 

Ln Moreover, Preuss et al . , in U.S. Patent No. 5,319,735, 

WO teach a multi-band audio encoding arrangement in which a spread 
y spectrum ancillary code is inserted in recorded music at a fixed 

! ; m ratio to the input signal intensity (code-to-music ratio) that is 

;;P preferably 19 dB. Lee et al . , in U.S. Patent No. 5,687,191, 

\Z teach an audio coding arrangement suitable for use with digitized 

ls 45 audio signals in which the code intensity is made to match the 
input signal by calculating a signal-to-mask ratio in each of 
several frequency bands and by then inserting the code at an 
intensity that is a predetermined ratio of the audio input in 
that band. As reported in this patent, Lee et al . have also 
20 described a method of embedding digital information in a digital 
waveform in pending U.S. application Serial No. 08/524,132. 

It will be recognized that, because ancillary codes are 
preferably inserted at low intensities in order to prevent the 
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ancillary code from distracting a listener of program audio, such 
ancillary codes may be vulnerable to various signal processing 
operations. For example, although Lee et al . discuss digitized 
audio signals, it may be noted that many of the earlier known 
5 approaches to encoding an audio signal are not compatible with 

current and proposed digital audio standards, particularly those 
employing signal compression methods that may reduce the signal's 
3 dynamic range (and thereby delete a low level ancillary code) or 

H that otherwise may damage an ancillary code. In many 

^0 applications, it is particularly important for an ancillary code 
^ to survive compression and subsequent de-compression by such • 

algorithms as the AC- 3 algorithm or the algorithms recommended in 
h the ISO/IEC 11172 MPEG standard, which is expected to be widely 

Z used in future digital television transmission and reception 

45 systems. 

It must also be recognized that the widespread 
availability of devices to store and transmit copyright protected 
digital music and images has forced owners of such copyrighted 
materials to seek methods to prevent unauthorized copying, 
20 transmission, and storage of their material. Unlike the analog 
domain, where repeated copying of music and video stored on 
media, such as tapes, results in a degradation of quality, 
digital representations can be copied without any loss of 
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quality. The main constraints preventing illegal reproductions 
of copyrighted digital material is the large storage capacity and 
transmission bandwidth required for performing these operations. 
However, data compression algorithms have made the reproduction 
5 of digital material possible. 

A popular compression technology known as MP3 can 
compress original audio stored as digital files by a factor of 
ten. When decompressed the resulting digital audio is virtually 
«n indistinguishable from the original. From a single compressed 

40 MP3 file, any number of identical digital audio files can be 
'-■'4 created. Currently, portable devices that can store audio in the 

form of MP3 files and play these files after decompression are 
;N available . 

;^ In order to protect copyrighted material , digital code 

: 45 inserting techniques have been developed where ancillary codes 

can be inserted into audio as well as video digital data streams. 
The ancillary codes are used as digital signatures to uniquely 
identify a piece of music or an image. As discussed above, many 
methods for embedding such imperceptible ancillary codes in both 
20 audio and video data are currently available. While such 

ancillary codes provide proof of ownership, there exists a need 
for the prevention of distribution of illegally reproduced 
versions of digital music and video. 
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In an effort to satisfy this need, it has been proposed 
to use two separate ancillary codes that are periodically 
embedded in an audio stream. For example, it is suggested that 
the ancillary codes be embedded in the audio stream at least once 
every 15 seconds. The first ancillary code is a "robust" 
ancillary code that is present in the audio even after it has 
been subjected to fairly severe compression and decompression. A 
two-channel or stereo digital audio stream in its original form 
may carry data at a rate of 1.5 megabits/second. A compressed 
version of this stream may have a data rate of 96 
kilobits/second. This reduction in data rate is achieved by 
means of "lossy compression" algorithms. In this approach, the 
inability of the human ear to detect the presence of a low power 
frequency when there is a neighboring high power frequency is 
exploited to modify the number of bits used to represent each 
spectral value. Yet the audio recovered by decompressing the 
latter will still carry the robust ancillary code. 

The second ancillary code is a "fragile" ancillary code 
that is also embedded in the original audio. This second 
ancillary code is erased during the compression/decompression 
operation. The robust ancillary code contains a specific bit 
that, if set, instructs the software in a compliant player to 
perform a search for the "fragile" ancillary code and, if not 
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set, to allow the music to be played without such a search. If 
the compliant player is instructed to search for the presence of 
the fragile ancillary code, and if the fragile ancillary code 
cannot be detected by the compliant player, the compliant player 
5 will not play the music. 

Additional bits in the robust ancillary code also 
determine whether copies of the music can be made. In all, 

3 twelve bits of data constitute an exemplary robust ancillary code 
M and are arranged in a specified bit structure. 

MO A problem with the "fragile" ancillary code is that it 

4 is fragile and may be difficult to receive even when there is no 
3^ unauthorized compression/decompression. Accordingly, one 

;f! embodiment of the present invention is directed to a pair of 

Z robust ancillary codes useful in detecting unauthorized 

: 45 compression. The first ancillary code consists of twelve-bits 
conforming to the specified bit structure discussed above, and 
the second ancillary code consists of thirteen-bits forming a 
descriptor that characterizes a part of the audio signal in which 
the ancillary codes are embedded.. In a player designed to detect 
20 compression, both of the ancillary codes are extracted 

irrespective of whether or not the audio material has been 
subjected to a compression/decompression operation. The detector 
in the player independently computes a thirteen-bit descriptor 
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for the received audio and compares this computed thirteen-bit 
descriptor to the embedded thirteen-bit descriptor. Any 
difference that exceeds a threshold will generate a screening 
trigger indicating unauthorized compression. The descriptor used 
5 in the proposed method is based on entropy calculations and shows 
a significant change when any modifications to the original audio 
are made . 

?! Summary of the Invention 

U ' According to one aspect of the present invention, an 

r 40 encoder has an input and an output. The input receives, a signal. 

The encoder calculates an entropy of at least a portion of the 
H signal and encodes the signal with the calculated entropy. The . 

j; output carries the encoded signal. 

J - According to another aspect of the present invention, a 

15 decoder has an input and an output. The input receives a signal. 
The decoder decodes the signal so as to read an entropy code from 
the signal . The output carries a signal based upon the decoded 
entropy code. 

According to still another aspect of the present 
20 invention, a method of encoding a signal comprises the following 
steps: a) calculating an entropy of at least a portion of the 
signal; and, b) encoding the signal with the calculated entropy. 
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According to yet another aspect of the present 
invention, a method of decoding a signal comprises the following 
steps: a) decoding the signal so as to read a calculated entropy 
code from the signal; and, b) providing an output based upon the 
5 decoded calculated entropy. 

According to a further aspect of the present invention, 
an electrical signal contains an entropy code related to an 
3 entropy of the electrical signal . 

y Brief Description of the Drawing 

40 These and other features and advantages will become 

more apparent from a detailed consideration of. the invention when 
F taken in conjunction with the drawings in which: 

* ( Figure 1 is a schematic block diagram of a monitoring 

^ system employing the signal coding and decoding techniques of the 

15 present invention; 

Figure 2 is flow chart depicting steps performed by the 
encoder of the system shown in Figure 1 ; 

Figure 3 is a spectral plot of an audio block, wherein 
the thin line of the plot is the spectrum of the original audio 
20 signal and the thick line of the plot is the spectrum of the 
signal modulated in accordance with the present invention; 
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Figure 4 depicts a window function which may be used to 
prevent transient effects that might otherwise occur at the 
boundaries between adjacent encoded blocks; 

Figure 5 is a schematic block diagram of an arrangement 
for generating a seven-bit pseudo-noise synchronization sequence ; 

-Figure 6 is a spectral plot of a "triple tone" audio 
block which forms the first block of a preferred synchronization 
sequence, where the thin line of the plot is the spectrum of the. 
original audio signal and the thick line of the plot is the 
spectrum of the modulated signal; 

Figure 7a schematically depicts an arrangement of 
synchronization and information blocks usable to form a complete, 
code message; 

.Figure 7b schematically depicts further details of the 
synchronization block shown in Fig. 7a; and, 

Figure 8 is a flow chart depicting steps performed by a 
decoder of the system shown in Figure 1 . 

Detailed Description of the Invention 

Audio signals are usually digitized at sampling rates 
that range between thirty-two kHz and forty-eight kHz. For 
example, a sampling rate of 44.1 kHz is commonly used during the 
digital recording of music. However, digital television ("DTV") 
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is likely to use a forty eight kHz sampling rate. Besides the 
sampling rate, another parameter of interest in digitizing an 
audio signal is the number of binary bits used to represent the 
audio signal at each of the instants when it is sampled. This 
number of binary bits can vary, for example, between sixteen and 
twenty four bits per sample. The amplitude dynamic range 
resulting from using sixteen bits per sample of the audio signal 
is ninety- six dB. This decibel measure is the ratio between the 
square of the highest audio amplitude (2 16 = 65536) and the 
lowest audio amplitude (l 2 = 1) . The dynamic range resulting 
•from using twenty- four bits per sample is 144 dB. Raw audio, 
which is sampled at the 44.1 kHz rate and which is converted to a 
sixteen-bit per sample representation, results in a data rate- of 
.705 .6 kbits/s. 



reduce this data rate to a level which makes it possible to 
transmit a stereo pair of such data on a channel with a 
throughput as low as 192 kbits/s. This compression typically is 
accomplished by transform coding. A block consisting of N d = 
1024 samples, for example, may be decomposed, by application of a 
Fast Fourier Transform or other similar frequency analysis 
process, into a spectral representation. In order to prevent 
errors that may occur at the boundary between one block and the 



Compression of audio signals is performed in order to 
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previous or subsequent block, overlapped blocks are commonly 
used. In one such arrangement where 1024 samples per overlapped 
block are used, a block includes 512 samples of "old" samples 
(i.e., samples from a previous block ) and 512 samples of "new" 
5 or current samples. The spectral representation of such a block 
is divided into critical bands where each band comprises a group 
of several neighboring frequencies. The power in each of these 

p bands can be calculated by summing the squares of the amplitudes 

Lfl of the frequency components within the band. 

UlO Audio compression is based on the principle of masking 

~H that,, in the presence of high spectral energy at one frequency 

^ (i.e., the masking frequency), the human ear is unable to 

;;H perceive a lower energy signal if the lower energy signal has a 

\Z frequency (i.e., the masked frequency) near that of the higher 

ls 45 energy signal. The lower energy signal at the masked frequency 

is called a masked signal. A masking threshold, which represents 
either (i) the acoustic energy required at the masked frequency 
in order to make it audible or (ii) an energy change in the 
existing spectral value that would be perceptible, can be 
20 dynamically computed for each band. The frequency components in 
a masked band can be represented in a coarse fashion by using 
fewer bits based on. this masking threshold. That is, the masking 
thresholds and the amplitudes of the frequency components in each 
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band are coded with a smaller number of bits which constitute the 
compressed audio. Decompression reconstructs the original signal 
based on this data. 

Figure 1 illustrates an audio encoding system 10 in 
5 which an encoder 12 adds an ancillary code to an audio signal 14 
to be transmitted or recorded. Alternatively, the encoder 12 may 
be provided, as is known in the art, at some other location in 
rj the signal distribution chain. A transmitter 16 transmits the 

\n encoded audio signal 14 . The encoded signal 14 can be 

UI0 transmitted over the air, over cables, by way of satellites, over 
'■%! the Internet or other network, or the like. When the encoded 

« signal is received by a receiver 20, suitable processing is 

4= employed to recover the ancillary code from the audio signal 14 

^ even though the presence of that ancillary code is imperceptible 

Ql5 to a listener when the encoded audio signal 14 is supplied to 
speakers 24 of the receiver 20. To this end, a decoder 26 is 
included within the receiver 20 or, as shown in Figure 1, is 
connected either directly to an audio output 28 available at the 
receiver 20 or to a microphone 30 placed in the vicinity of the 
20 speakers 24 through which the audio is reproduced. The received 
audio signal 14 can be either in a monaural or stereo format. 
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ENCODING BY SPECTRAL MODULATION 
In order for the encoder 12 to embed a "robust" digital 
ancillary code in an audio data stream in a manner compatible 
with compression technology, the encoder 12 should preferably use 
5 frequencies and critical bands that match those used in 

compression. The block length N c of the audio signal that is 
used for coding may be chosen such that, for example, jN c = N d = 
j 1024, where j is an integer. A suitable value for N c may be, for. 

H example, 512. As depicted by a step 40 of the flow chart shown 

MiO in Figure 2, which is executed by the encoder 12, a" first block 
^ v(t) of N c samples is derived from the audio signal -14 by the 

encoder 12 such as by use of an analog to digital converter, , 
: r- where v(t) is the time-domain representation of the audio signal- 

* within the block. An optional window may be applied to v(t) at a 

45 block 42 as discussed below in additional detail. Assuming for 
the moment that no such window is used, a Fourier Transform 
S{v(t)} of the block v(t) to be coded is computed at a step 44. 
(The Fourier Transform implemented at the step 44 may be. a Fast 
Fourier Transform.) 
20 The frequencies resulting from the Fourier Transform 

are indexed in the range -256 to +255, where an index of 255 
corresponds to exactly half the sampling frequency f s . 
Therefore, for a forty-eight kHz sampling frequency, the highest 
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index would correspond to a frequency of twenty- four kHz. 
Accordingly, for purposes of this indexing, the index closest to 
a particular frequency component f j resulting from the Fourier 
Transform S{v(t)} is given by the following equation: 



where equation (1) is used in the following discussion to relate ,:• 
a frequency f j . and its corresponding index Ij . 

The code frequencies f ± used for coding a block may be 
chosen from the Fourier Transform ${v(t) } at a step 46 in a 
particular frequency range, such .as the range of 4.8 kHz to 6 kHz.' 
which, may be chosen to exploit the higher auditory threshold in 
this band. Also, each successive, bit of the code may use. a 
different pair of code frequencies f x and f 0 denoted by 
corresponding code frequency indexes I 1 and I 0 . There are two 
preferred ways of selecting the code frequencies f x and f 0 at the 
step 46 so as to create an inaudible wide-band noise like code, 
although other ways of selecting the code frequencies f x and f 0 
could be used. 
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(a) Direct Sequence 
One way of selecting the code frequencies f x and f 0 at 
the step 46 is to compute the code frequencies by use of a 
frequency hopping algorithm employing a hop sequence H s and a 
shift index I sh ift- For example, if N s bits are grouped together 
to form a pseudo-noise sequence, H s is an ordered sequence of N s 
numbers representing the frequency deviation relative to a 
predetermined reference index I 5k . For the case where N s = 7 , a 
hop sequence H s = {2,5,1,4,3,2,5} and a shift index I shift = 5,, 
for example, could be used. In general, the indices for the N s • 
bits resulting from a hop sequence may be given by the following, 
equations : 



l sfiift 



and 



(2) 



7 0 = hk + H s + W (3) 

One possible choice for the reference frequency f 5k is five kHz, 
for example, which corresponds to a predetermined reference index 
^sk - 53 • This value of f 5k is chosen because it is above the 
average maximum sensitivity frequency of the human ear. When 
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encoding a first block of the audio signal with a first bit, I x 
and I 0 for the first block are determined from equations (2) and 
(3) using a first of the hop sequence numbers; when encoding a 
second block of the audio signal with a second bit, I 1 and I 0 for 
the second block are determined from equations (2) and (3) using 
a second of the hop sequence numbers; and so on. For the fifth 
bit in the sequence {2,5,1,4,3,2,5}, for example, the hop 
sequence value is three and, using equations (2) and (3) , 
produces an index I 1 = 51 and an index I 0 = 61 in the case where 
I shift =5. In this example,. the mid-frequency index is given by 
the following equation: 



where I mid represents an index mid-way between the code frequency 
indices I x and I 0 . Accordingly, each of the code frequency 
indices is offset from the mid- frequency index by the same 
magnitude, I shift , but the two offsets have opposite signs. 



(b) Hopping based on low frequency maximum 
Another way of selecting the code frequencies at the 
step 4 6 is to determine a frequency index I max at which the 
spectral power of the audio signal, as determined at the step 44, 
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is a maximum in the low frequency band extending from zero Hz to 
two kHz. In other words, I max is the index corresponding to the 
frequency having maximum power in the range of 0 - 2 kHz. It is 
useful to perform this calculation starting at index 1, because 
index 0 represents the "local" DC component and may be modified 
by high pass filters used in compression. The code frequency 
indices I 1 and I 0 are chosen . relative to the frequency index I max 
so that they lie in a higher frequency band at which the human 
ear is relatively less sensitive. Again, one possible choice for., 
the reference frequency f 5k is five kHz corresponding to a 
reference index I 5k = 53 such that I 2 and I 0 are given by the 
following equations: 



A hk + ^max I shift ( 5 ) 



and 



h = J 5k + 7 max + 'shift («) 

where I sh i ft is a shift index, and where I max varies according to 
the spectral power of the audio signal. An important observation 
here is that a different set of code frequency indices I x and I 0 
from input block to input block is selected for spectral 
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modulation depending on the frequency index I max of the 
corresponding input block. In this case, a code bit is coded as 
a single bit: however, the frequencies that are used to encode 
each bit hop from block to block. 

5 Unlike many traditional coding methods, such as 

Frequency Shift Keying (FSK) or Phase Shift Keying (PSK) , the 
Q present invention does not rely on a single fixed frequency. 

LH Accordingly, a "frequency-hopping" effect is created similar to - 

Ly that seen in spread spectrum modulation systems. However, unlike 

MO spread spectrum, the object of varying the coding frequencies of 

.5=3. 

a the present invention is to avoid the use of a constant code 

=K frequency which may render it audible. 

H For either of the two code, frequencies selection 

□ approaches (a) and (b) described above, there are at least four 

15 modulation methods that can be implemented at a step 56 in order 
to encode a binary bit of data in an audio block, i.e., amplitude 
modulation, modulation by frequency swapping, phase modulation, 
and odd/even index modulation. These four methods of modulation 
are separately described below. 
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(i) Amplitude Modulation 
In order to code a binary '1' using amplitude 
modulation, the spectral power at I x is increased to a level such 
that it constitutes a maximum in its corresponding neighborhood 
of frequencies. The neighborhood of indices corresponding to 
this neighborhood of frequencies is analyzed at a step 48 in 
order to determine how much the code frequencies f x and f 0 must 
be boosted and attenuated, respectively, so that they are 
detectable by the decoder 26. For index I x , the neighborhood may 
preferably extend from I x - 2 toI-L + 2, and is constrained to 
cover a narrow enough range. of frequencies that the neighborhood 
.of I 1 does not overlap the neighborhood of I 0 . Simultaneously; 
the spectral power at I 0 is modified in order to make it a 
minimum in its neighborhood of indices ranging from I 0 - 2 to I 0 
. + 2. Conversely, in order to code a binary '0' using amplitude 
modulation, the power at I 1 is attenuated and the power at I 0 is 
increased in their corresponding neighborhoods. 

As an example, Figure 3 shows a typical spectrum 50 of 
an N c sample audio block plotted over a range of frequency index 
from forty five to seventy seven. A spectrum 52 shows the audio 
block after coding of a T bit, and a spectrum 54 shows the 
audio block before coding. In this particular instance of 
encoding a bit according to code frequency selection approach 
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(a) , the hop sequence value is five which yields a mid- frequency 
index of fifty eight. The values for I x and I 0 are fifty three 
and sixty three, respectively. The spectral amplitude at fifty 
three is then modified at a step 56 of Figure 2 in order to make 
5 it a maximum within its neighborhood of indices. The amplitude 

at sixty three already constitutes a minimum and, therefore, only 
a small additional attenuation is applied at the step 56. 
^ The spectral power modification process requires the 

in computation of four values each in the neighborhood of I 1 and I 0 . 

\A0 For the neighborhood of I 1 these four values are as follows: (lj* 

I maxi which is the index of the frequency in the neighborhood of 
« 1-l having maximum power; (2) P maxl which is the spectral power at 

:: P I maxl ; (3) I minl which is the index of the frequency in the 

neighborhood of I 1 having minimum power; and .(4) P minl which is 
35 the spectral power at I minl . Corresponding values for the I 0 
neighborhood are I max0 , P m ax0' ^minc and p mino • 

If I maxi = I i' and if the binary value to be coded is a 
'1, ! only a token increase in P maxl (i.e., the power at I x ) is 
required at the step 56. Similarly, if I m i n0 = Ic then only a 
20 token decrease in P max0 (i.e., the power at I 0 ) is required at the 
step 56. When P maxl is boosted, it is multiplied by a factor 1 + 
A at the step 56, where A is in the range of about 1.5 to about 
2.0. The choice of A is based on experimental audibility tests 
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combined with compression survivability tests. The condition for 
imperceptibility requires a low value for A, whereas the 
condition for compression survivability requires a large value 
for A. A fixed value of A may not lend itself to only a token 
5 increase or decrease of power. Therefore, a more logical choice 
for A would be a value based on the local masking threshold. In 
this case, A is variable, and coding can be achieved with a 

3 minimal incremental power level change and yet survive 

n compression. 

•ylO In either case, the spectral power at I^is given by v 

'4 the following equation: 

U P„ = 0 + A\P maxl (7) 

- 'with suitable modification of the real and imaginary parts of the 

frequency component at I x . The real and imaginary parts are 
multiplied by the same factor in order to keep the phase angle 
15 constant. The power at I 0 is reduced to a value corresponding to- 
(1 + A)" 1 P min0 in a similar fashion. 

The Fourier Transform of the block to be coded as 
determined at the step 44 also contains negative frequency 
components with indices ranging in index values from -256 to -1. 
20 Spectral amplitudes at frequency indices -I ± and -I 0 must be set 
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to values representing the complex conjugate of amplitudes at I ± 
and I 0 , respectively, according to the following equations: 



RelA-I,)) = ReW$ (8) 

Im\A-I,)] = -ImWJ] (9) 

ReW-IJ] = R<WI 0 )] ( i 0 ) 

Im\A-I 0 )} = -Im\fil 0 )] (11) 



«. where f(I) is the complex spectral amplitude at index I. 

«F Compression algorithms based on the effect of masking. 

^5 modify the amplitude of individual spectral components by means 

□ of a: bit allocation algorithm. Frequency bands subjected to a 

high, level of masking by the presence of high spectral energies 
in neighboring bands are assigned fewer bits, with the result 
that their amplitudes are coarsely quantized. However, the 
10 decompressed audio under most conditions tends to maintain 

relative amplitude levels at frequencies within a neighborhood. 
The selected frequencies in the encoded audio stream which have 
been amplified or attenuated at the step 56 will, therefore, 
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maintain their relative positions even after a 
compression/decompression process . 

It may happen that the Fourier Transform 3{v(t)} of a 
block may not result in a frequency component of sufficient 
amplitude at the frequencies f 1 and f 0 to permit encoding of a 
bit by boosting the power at the appropriate frequency. In this 
event, it is preferable not to encode this block and to instead 
encode a subsequent block where the power of the signal at the 
frequencies f x and f 0 is appropriate for encoding. 

(ii) Modulation by Frequency Swapping 
In this approach, which is a variation of the amplitude, 
modulation approach described above in section (i) , the spectral , 
amplitudes at I x and I maxl are swapped when encoding a one bit 
while retaining the original phase angles at I x and I max i . A 
similar swap between the spectral amplitudes at I 0 and I max0 is 
also performed. When encoding a zero bit, the roles of I x and I 0 
are reversed as in the case of amplitude modulation. As in the 
previous case, swapping is also applied to the corresponding 
negative frequency indices. This encoding approach results in a 
lower audibility level because the encoded signal undergoes only 
a minor frequency distortion. Both the unencoded and encoded 
signals have identical energy values. 
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(iii) Phase Modulation 
The phase angle associated with a spectral component I 0 
is given by the following equation: 



<t>o = tan p r/rM1 (12) 



\M where 0 < 4> 0 < 2n. The phase angle associated with I x can be 

UJ5 computed in a similar fashion. In order to encode a binary 
*y • number, the phase angle of one of these components, usually the 
: L component with the lower spectral amplitude, can be modified to 

;+: be either in phase (i.e., 0°) or out of phase (i.e., 180°) with 

respect to the other component, which becomes the reference. In 
HO this manner, a binary 0 may be encoded as an in-phase 
modification and a binary 1 encoded as an out-of-phase 
modification. Alternatively, a binary 1 may be encoded as an in- 
phase modification and a binary 0 encoded as an out-of-phase 
modification. The phase angle of the component that is modified^ 
15 is designated 4> M , and the phase angle of the other component is 
designated <f) R . Choosing the lower amplitude component to be the 
modifiable spectral component minimizes the change in the 
original audio signal . 
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In order to accomplish this form of modulation, one of 
the spectral components may have to undergo a maximum phase 
change of 180° , which could make the code audible. In practice, 
however, it is not essential to perform phase modulation to this 
5 extent, as it is only necessary to ensure that the two components 
are either "close" to one another in phase or "far" apart. 
Therefore, at the step 48, a phase neighborhood extending over a 
rn; range of ±n/4 around <J) R , the reference component, and another 

m neighborhood extending over a range of ±n/4 around (J) R + n may be ; 

ulo chosen. The modifiable spectral component has its phase angle <p^ 
\| modified at the step 56 so as to fall into one of these phase 

« neighborhoods depending upon whether a binary '0' or a binary ' 1 

*p is being encoded. If a modifiable spectral component is already 

■ in the appropriate phase neighborhood, no phase modification may 
□15 be necessary. In typical audio streams, approximately 30% of the 
segments are "self-coded" in this manner and no modulation is 
required. The inverse Fourier Transform is determined at the 
step 62 . . 

(iv) Odd/Even Index Modulation 
20 In this odd/even index modulation approach, a single 

code frequency index, I lf selected as in the case of the other 
modulation schemes, is used. A neighborhood defined by indexes 
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I lr I 1 + 1, I 1 + 2, and I x + 3, is analyzed to determine -whether 
the index I M corresponding to the spectral component having the 
maximum power in this neighborhood is odd or even. If the bit to 
be encoded is a f l ' and the index I M is odd, then the block being 
5 coded is assumed to be "auto-coded." Otherwise, an odd-indexed 
frequency in the neighborhood is selected for amplification in 
order to make it a maximum. A bit l 0 ' is coded in a similar 

3 manner using an even index. In the neighborhood consisting of 

n four indexes, the probability that the parity of the index of the 

§10 frequency ' with maximum spectral power will match that required 

4 

4 for coding the appropriate bit value is 0.25. Therefore, 25% of 

=3- 

the blocks, on an average, would.be auto-coded. This type of 

Si. 

F coding will significantly decrease code audibility. 

3l 5 A practical problem associated with block coding by 

either amplitude or phase modulation of the type described above 
.is that large discontinuities in the audio signal can arise at a 
boundary between successive blocks. These sharp transitions can 
render the code audible. In order to eliminate these sharp 

20 transitions, the time-domain signal v(t) can be multiplied by a 
smooth envelope or window function w(t) at the step 42 prior to 
performing the Fourier Transform at the step 44. No window 
function is required for the modulation by frequency swapping 
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approach described herein. The frequency distortion is usually 
small enough to produce only minor edge discontinuities in the 
time domain between adjacent blocks. 

The window function w(t) is depicted in Figure 4. 
Therefore, the analysis performed at the step 54 is limited to 
the central section of the block resulting from S§ m {v (t) w (t) } - 
The required spectral modulation is implemented at the step 56 on 
the transform 3{v(t)w(t)}. 

The modified frequency spectrum which now contains the 
binary code (either '0' or '1') is subjected to an inverse 
transform operation at a step 62 in order to obtain the encoded 
time domain signal, as will be discussed below. Following the * 
step 62, the coded time domain signal is determined at a step 64 
according to the following equation: 

v 0 (0 - v(0 + (g"J(v(/M0) - v(fM0) d3) 

where the first part of the right hand side of equation (13) is 
the original audio signal v(t), where the second part of the 
right hand side of equation (13) is the encoding, and where the 
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left hand side of equation (13) is the resulting encoded audio 
signal v 0 (t ) . 

While individual bits of the "robust" ancillary code 
can be coded by the method described thus far, practical decoding 
of digital data also requires (i) synchronization, so as to 
locate the start of data, and (ii) built-in error correction, so 
as to provide for reliable data reception. The raw bit error 
rate resulting from coding by spectral modulation is high and can 
typically reach a value of 20%. In the presence of such error 
rates, both synchronization and error-correction may be achieved 
by using pseudo-noise (PN) sequences of ones and zeroes. A PN 
sequence can be generated, for example, by using an m-stage shift 
register 58 (where m is three in the case of Figure 5) and an 
exclusive-OR gate 60 as shown in Figure 5. For convenience, an 
n-bit PN sequence is referred to herein as a PNn sequence. For 
an N PN bit PN sequence, an m-stage shift register is required 
operating according to the following equation: 

N PN = 2"' - 1 (14) 

where m is an integer. With m = 3, for example, the 7-bit PN 
sequence (PN7) is 1110100. The particular sequence depends upon 
an initial setting of the shift register 58. In one robust 
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version of the encoder 12, each individual bit of code data is 
represented by this PN sequence - i.e., 1110100 is used for a 
bit and the complement 0001011 is used for a bit '0.' The 

use of seven bits to code each bit of code results in extremely 
5 high coding overheads . 

An alternative method uses a plurality of PN15 
sequences, each of which includes five bits of code data and 10 
:3 appended error correction bits. - This representation provides a 

n Hamming distance of 7 between any two 5 -bit code data words v Up 

= d0 to three errors in a fifteen bit sequence can be detected and 
S| • corrected. This PN15 sequence is ideally suited for a channel 
e with a raw bit error rate of 20%. 

=p In terms of synchronization, a unique synchronization 

-■^ sequence 66 (Figure 7a) is required for synchronization in order 

:!5 to distinguish PN15 code bit sequences 74 from, other bit 

sequences in the coded data stream. In a preferred embodiment 
shown in Figure 7b, the first code block of the synchronization 
sequence 66 uses a "triple tone" 70 of the synchronization 
sequence in which three frequencies with indices I 0 , I lt and I mid 
20 are all amplified sufficiently that each becomes a maximum in its 
respective neighborhood, as depicted by way of example in Figure 
6. Although it is preferred to generate the triple tone 70 by 
amplifying the signals at the three selected frequencies to be 
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relative maxima in their respective frequency neighborhoods, 
those signals could instead be locally attenuated so that the 
three associated local extreme values comprise three local 
minima. Alternatively, any combination of local maxima and local 
5 minima could be used for the triple tone 70. However, because 

program audio signals include substantial periods of silence, the 
preferred approach involves local amplification rather than local 

3 attenuation. Being the first bit in a sequence, the hop sequence 

0 

n ■ value. for the block from which the triple tone 70 is derived is 
d0 two and the mid- frequency index is fifty-five. In order to make 

4 the triple tone block truly unique, a shift index of seven may be 
chosen instead of the usual five. The three indices I 0 , I 1# and 

F I mid whose amplitudes are all amplified are forty-eight, sixty- • 

f two and fifty- five as shown in Figure 6. (In this example, I mid 

35 = H s + 53 = 2 + 53 = 55 . ) The triple tone 70 is the first block 
of the fifteen block sequence 66 and essentially represents one 
bit of synchronization data. The remaining fourteen blocks of 
the synchronization sequence 66 are made up of two PN7 sequences: 
1110100, 0001011. This makes the fifteen synchronization blocks 
20 distinct from all the PN sequences representing code data. 

As stated earlier, the code data to be transmitted is 
converted into five bit groups, each of which is represented by a 
PN15 sequence. As shown in Figure 7a, an unencoded block 72 is 
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inserted between each successive pair of PN sequences 74 . During 
decoding, this unencoded block 72 (or gap) between neighboring PN 
sequences 74 allows precise synchronizing by permitting a search 
for a correlation maximum across a range of audio samples. 
5 In the case of stereo signals, the left and right 

channels are encoded with identical digital data. In the case of 
mono signals, the left and right channels are combined to produce 

3 a single audio signal ■ stream. Because the frequencies selected 
fl for modulation are identical in both channels, the resulting . , 
dO monophonic sound is also expected to have the desired spectral . 

4 characteristics so that, when decoded, the same digital code is 
recovered. 

* ENTROPY ENCODING 

3 In order to avoid the use of a "fragile" ancillary code 

15 in the detection of unauthorized compression/decompression of the 
audio signal 14, the audio signal 14 is encoded with the entropy 
of a portion of the audio signal 14. The entropy of this portion 
of the audio signal 14 may be calculated by sampling the 
appropriate portion of the audio signal 14 at a sampling rate A 
20 producing a number samples B over a length of time C. For 

example, the sampling rate A may be 48 kHz, the resulting number 
of samples B may be 8192, and the length of time C may be 
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approximately 170.666 milliseconds. The 8192 samples are 
normalized so that each has a decimal value of between 0 and 255. 

A histogram is formed by placing each of the 8192 
samples in a bin according to its value. Thus, there 256 bins (0 
5 to 255) with each of the bins containing a number of samples 
depending upon how many of the 8192 samples have a value 
corresponding to that bin. The entropy of this portion of the 

□ audio signal 14 is then determined according to the following 
y! equation : 

3 255 

MO E = -J^logp,. (15) 

«F where the probability p i in equation (15) is determined as the 

H number of samples in bin i divided by the total number of samples 

□ (i.e., 8192, in the above example). The decimal number resulting 
from equation (15) is multiplied by D and is expressed as an E 

15 bit integer. The values for D and E may be any suitable numbers 

such as 1000 and 13 respectively. 

Each bit of the entropy E is then encoded into the 

audio signal 14 using any suitable coding technique, such as any 

of the coding techniques discussed above. Accordingly, the 
20 calculated entropy is inserted into the audio signal 14 as an 

entropy ancillary code that is "robust." However, other methods 
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of inserting the calculated entropy into the audio signal may be 
employed. 

Also, the calculated entropy, may be encoded into the 
audio signal 14 beginning at a predetermined time following the 
synchronization sequence that triggered the entropy calculation. 
Accordingly, the encoded entropy is easily found by the decoder 
26. For example, the entropy E may be encoded into the audio 
signal 14 beginning at the portion of the audio signal 14 from 
which the entropy calculation of equation (15) was made. 
Alternatively, as described immediately below, the entropy E 
could be encoded into the audio signal 14 with another "robust" 
code . 

. If a thirteen-bit entropy ancillary code is transmitted 
with a twelve-bit ancillary code : as discussed in the background 
section of this document, both ancillary codes may be appended 
together forming a 25-bit data packet. This 25-bit data packet 
is encoded as five data sequences. Each data sequence carries 
five bits of ancillary code information and ten bits of error 
correction so as to form a fifteen-bit data sequence. Moreover, 
the first data sequence contains the first five bits of the 
twelve-bit ancillary code. While encoding the corresponding 
section of the audio signal 14 with this first data sequence, the 
entropy of the audio signal is computed in order to generate the 
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thirteen-bit entropy value for insertion into the third, fourth 

and fifth data sequences. The third data sequence contains two 

bits of the first ancillary code and three bits of the entropy 

number. These five data sequences may be inserted following 
5 insertion of the synchronization sequence so that the 25-bit 

combined ancillary code can be easily found by the decoder 26. 

Alternatively, it is possible to transmit the entropy 
q ancillary code without appending it to another code. In this 

In . case, the entropy ancillary code could be expanded or contracted 
LdO in any desirable fashion to produce a number of bits divisible by' 

five so that the entropy ancillary code can be transmitted as an. 

appropriate number of PN15 sequences. 

Moreover, if one of the coding techniques discussed .< . 

above is used to encode the audio signal 14 with the calculated 
^45 entropy E v the entropy of the encoded portion of the audio signal 

14 is preserved, which could be important for proper operation of 

the decoder 26. 

DECODING THE SPECTRALLY MODULATED SIGNAL 
The embedded ancillary code(s) are recovered by the 
20 decoder 26. The decoder 26, if necessary, converts the analog 

audio to a sampled digital output stream at a preferred sampling 
rate matching the sampling rate of the encoder 12. In decoding 
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systems where there are limitations in terms of memory and 
computing power, a half -rate sampling could be used. In the case 
of half-rate sampling, each code block would consist of N c /2 = 
256 samples, and the resolution in the frequency domain (i.e., 
5 the frequency difference between successive spectral components) 
would remain the same as in the full sampling rate case. In the 
case where the receiver 20 provides digital outputs, the digital 

□ outputs are processed directly by the decoder 26 without sampling 

Lfl but at a data rate suitable for the decoder 26. 

UiO The task of decoding is primarily one of matching the . 

"'-J decoded data bits with those of a PN15 sequence which could be 

; = either a synchronization sequence or a code data sequence 

;;K representing one or more code data bits. The case of amplitude,. 

. modulated audio blocks is considered here. However, decoding of 
j =45 phase modulated blocks is virtually identical, except for the 

spectral analysis, which would compare phase angles rather than 
amplitude distributions, and decoding of index modulated blocks 
would similarly analyze the parity of the frequency index with 
maximum power in the specified neighborhood. Audio blocks 
20 encoded by frequency swapping can also be decoded by the same 
process . 

In a practical implementation of audio decoding, such 
as may be used in a home audience metering system, the ability to 
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decode an audio stream in real-time is highly desirable. The 
decoder 2 6 may be arranged to run the decoding algorithm 
described below on Digital Signal Processing (DSP) based hardware 
typically used in such applications. As disclosed above, the 
incoming encoded audio signal may be made available to the 
decoder 2 6 from either the audio output 2 8 or from the microphone 
30 placed in the vicinity of the speakers 24. In order to 
increase processing speed and reduce memory requirements, the 
decoder 26 may sample the incoming encoded audio signal at half 
(24 kHz) of the normal 48 kHz sampling rate. 

Before recovering the actual data bits representing 
code information, it is necessary to locate the synchronization 
sequence. In order to search for the synchronization sequence 
within an incoming audio stream, blocks of 256 samples, each 
consisting of the most recently received sample and the 255 prior 
samples, could be analyzed. For real-time operation, this 
analysis, which includes computing the Fast Fourier Transform of 
the 256 sample block, has to be completed before the arrival of 
the next sample. Performing a 256-point Fast Fourier Transform 
on a -40 MHZ DSP processor takes about 600 microseconds. However, 
the time between samples is only 40 microseconds, making real 
time processing of the incoming coded audio signal as described 
above impractical with current hardware. 
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Therefore, instead of computing a normal Fast Fourier 
Transform on each 2 56 sample block, the decoder 2 6 may be 
arranged to achieve real-time decoding by implementing an 
incremental or sliding Fast Fourier Transform routine 100 (Figure 
5 8) coupled with the use of a status information array SIS that is 
continuously updated as processing progresses. This array 
comprises p elements SIS [0] to SIS[p-l]. If p = 64, for example, 
;3 the elements in the status information array SIS are SIS[0] to 

1 SIS [63] . 

; yl0 Moreover, unlike a conventional transform 1 which 

SI- computes the complete spectrum consisting of 256 frequency 

"bins," the decoder 26 computes the spectral amplitude only at 
;F . frequency, indexes that belong to the neighborhoods of interest, .., 
;f i.e., the neighborhoods used' by the encoder 12. In a typical 

s 45 example, frequency indexes ranging from 45 to 70 are adequate so 
that the corresponding frequency spectrum contains only twenty- 
six frequency bins. Any code that is recovered appears in one or 
more elements of the status information array SIS as soon as the 
end of a message block is encountered. 
20 Additionally, it is noted that the frequency spectrum 

as analyzed by a Fast Fourier Transform typically changes very 
little over a small number of samples of an audio stream. 
Therefore, instead of processing each block of 256 samples 
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consisting of one "new" sample and 255 "old" samples, 256 sample 
blocks may be processed such that, in each block of 256 samples 
to be processed, the last 7c samples are "new" and the remaining 
256 -k samples are from a previous analysis. In the case where k 
5 =4, processing speed may be increased by skipping through the 

audio stream in four sample increments, where a skip factor k is 
defined as k = 4 to account for this operation. 
3 Each element SIS [p] of the status information array SIS 

H consists of five members: a previous condition status PCS, a 

40 next jump index JI , a group counter GC, a raw data array DA, 'and 
2 ' an output data array OP. The raw data array DA has the capacity 
~ to hold fifteen integers. The output data array OP stores ten 

H integers, with each integer of the output data array OP . 

- corresponding to a five bit number extracted from a recovered 

i5 PN15 sequence. This PN15 sequence, accordingly, has five actual 
data bits and ten other bits. These other bits may be used, for 
example, for error correction. It is assumed here that the 
useful data in a message block consists of 50 bits divided into 
10 groups with each group containing 5 bits, although a message 
20 block of any size may be used. 

The operation of the status information array SIS is 
best explained in connection with Figure 8. An initial block of 
256 samples of received audio is read into a buffer at a 
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processing stage 102. The initial block of 256 samples is 
analyzed at a processing stage 104 by a conventional Fast Fourier 
Transform to obtain its spectral power distribution. All 
subsequent transforms implemented by the routine 100 use the 
5 high-speed incremental approach referred to above and described 
below. 

In order to first locate the synchronization sequence, 
the Fast Fourier Transform corresponding to the initial 256 
% sample block read at the processing stage 102 is tested at a 

Z J0 processing stage 106 for a triple tone, which represents the 
■J first, bit in the synchronization sequence. The presence of a 

triple tone may be determined by examining the initial 256 sample 
,c block for the indices I 0 , I 1# and I mid .used by the encoder 12 in 

t £ generating the triple tone, as described above. The SIS [p] 

315 element of the SIS array that is associated with this initial 

block of 256 samples is SIS [0] , where the status array index p is 
equal to 0 . If a triple tone is found at the processing stage 
106, the values of certain members of the SIS[0] element of the 
status information array SIS are changed at a processing stage 
20 108 as follows: the previous condition status PCS, which is 

initially set to 0, is changed to a 1 indicating that a triple 
tone was found in the sample block corresponding to SIS [0] ; the 
value of the next jump index JI is incremented to 1; and, the 
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first integer of the raw data member DA[0] in the raw data array 
DA is set to the value (0 or 1) of the triple tone. In this 
case, the first integer of the raw data member DA[0] in the raw 
data array DA is set to 1 because it is assumed in this analysis 
that the triple tone is the equivalent of a 1 bit. Also, the 
status array index p is incremented by one for the next sample 
block. If there is no triple tone, none of these changes in the 
SIS[0] element are made at the processing stage 108, but the 
status array index p is still incremented by one for the next , 
sample block. Whether or not a triple tone is detected in this- 
256 sample block, the routine 100 enters an incremental FFT mode 
at a processing stage 110. 

Accordingly, a new 256 sample block increment is read 
into the buffer at a processing stage 112 by adding four new 
samples to, and discarding the four oldest samples from, the 
initial 256 sample block processed at the processing stages 102 - 
106. This new 256 sample block increment is analyzed at a 
processing stage 114 according to the following steps: 

STEP 1 : the skip factor k of the Fourier Transform is applied 
according to the following equation in order to modify each 
frequency component F old (u 0 ) of the spectrum corresponding to the 
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initial sample block in order to derive a corresponding 



intermediate frequency component F 1 (u 0 ): 



(16) 



F i("o) = F 0 />o) ex P-( 



256 



) 



where u 0 is the frequency index of interest. In accordance with 
the typical example described above, the frequency index u 0 
varies from 45 to 70. It should be noted that this first step. r • 
involves mult iplication of two complex numbers. 

STEP 2 : the effect of the first four samples of the old 256 
sample block is then eliminated from each F 1 (u 0 ) of the spectrum 
corresponding to the initial sample block and the effect of the 
four new samples is included in each F 1 (u 0 ) of the spectrum 
corresponding to the current sample block increment in order to 
obtain the new spectral amplitude F new (u 0 ) for each frequency 
index u 0 according to the following equation: 



m=4 



lizuJk-m + l) 




= W + E (4» -/ 0 /»)exp-( 



) 



(17) 



256 
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where f old and f new are the time-domain sample values. It should 
be noted that this second step involves the addition of a complex 
number to the summation of a product of a real number and a 
complex number. This computation is repeated across the 
5 frequency index range of interest (for example, 4 5 to 70) . 

STEP 3 : the effect of the multiplication of the 256 sample block 
n by the window function in the encoder 12 is then taken into 

m account. That is, the results of step 2 above are not confined 

Uj by the window function that is used in the encoder 12. 

SiO Therefore, the results of step 2 preferably should be multiplied 



by this window function. Because multiplication in the time 



domain is equivalent to a convolution of the spectrum by the 



Fourier Transform of the window function, the results from the 



second step may be convolved with the window function. 



In this 



15 



case, the preferred window function for this operation is the 



following well known "raised cosine 



" function which has a narrow 



3 -index spectrum with amplitudes (-0.50, 1, +0.50) : 




(18) 
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where T w is the width of the window in the time domain. This 
"raised cosine" function requires only three multiplication and 
addition operations involving the real and imaginary parts of the 
spectral amplitude. This operation significantly improves 
5 computational speed. This step is not required for the case of 
modulation by frequency swapping. 

^ STEP 4 : the spectrum resulting from step 3 is then examined for 

ri the presence of a triple tone. If a triple tone is found, the 

s y values of certain members of the SIS[1] element of the status 

S|0 information array SIS are set at a processing stage 116 as 
i follows: the previous condition- status PCS, which is initially 

=P set to 0, is changed to a 1 ; the value of the next jump index JI 

--^ is incremented to 1; and, the first integer of the raw data 

3 member DA[1] in the raw data array DA is set to 1. Also, the 

15 status array index p is incremented by one. If there is no 

triple tone, none of these changes are made to the members of the 
structure of the SIS[1] element at the processing stage 116, but 
the status array index p is still incremented by one. 

Because p is not yet equal to 64 as determined at a 
20 processing stage 118 and the group counter GC has not accumulated 
a count of 10 as determined at a processing stage 120, this 
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analysis corresponding to the processing stages 112 - 120 
proceeds in the manner described above in four sample increments 
where p is incremented for each sample increment. When SIS [63] 
is reached where p ~ 64, p is reset to 0 at the processing stage 
5 118 and the 256 sample block increment now in the buffer is 

exactly 256 samples away from the location in the audio stream at 
which the SIS[0] element was last updated. Each time p reaches 
l 64, the SIS array represented by the SIS[0] - SIS [63] elements is 

f| examined to determine whether the previous condition status PCS. 

dO of any of these elements is one indicating a triple, tone. If the 
4 previous condition status PCS of any of these elements • 

corresponding to the current 64 sample block increments is not - 
F one, the processing stages 112 - 120 are repeated for the next 64 

f : . block increments. (Each block increment comprises 256 samples.) 
45 Once the previous condition status PCS is equal to 1 

for any of the SIS [0] - SIS [63] elements corresponding to any set 
of 64 sample block increments, and the corresponding raw data 
member DA[p] is set to the value of the triple tone bit, the next 
64 block increments are analyzed at the processing stages 112 - 
20 120 for the next bit in the synchronization sequence. 

Each of the new block increments beginning where p was 
reset to 0 is analyzed for the next bit in the synchronization 
sequence. This analysis uses the second member of the hop 
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sequence H s because the next jump index JI is equal to 1. From 
this hop sequence number and the shift index used in encoding, 
the I-l and I 0 indexes can be determined, for example from 
equations (2) and (3) . Then, the neighborhoods of the I ± and I 0 
indexes are analyzed to locate maximums and minimums in the case 
of amplitude modulation. If, for example, a power maximum at I x 
and a power minimum at I 0 are detected, the next bit in the 
synchronization sequence is taken to be 1. In order to allow for 
some variations in the signal that may arise due to compression, 
or other forms of distortion, the index for either the maximum : 
power or minimum power in a neighborhood is allowed to deviate by 
1 from its expected value. For example, if a power maximum is 
'found in the index I lf and if the power minimum in the index I 0 
neighborhood is found at I 0 - 1, instead of I 0 , the next bit in 
the synchronization sequence is still taken to be 1. On the 
other hand, if a power minimum at I x and a power maximum at I 0 
are detected using the same allowable variations discussed above, 
the next bit in the synchronization sequence is taken to be 0. 
However, if none of these conditions are satisfied, the output 
code is set to -1, indicating a sample block that cannot be 
decoded. Assuming that a 0 bit or a 1 bit is found, the second 
integer of the raw data member DA[1] in the raw data array DA is 
set to the appropriate value, and the next jump index JI of 
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SIS [0] is incremented to 2, which corresponds to the third member 
of the hop sequence H s . From this hop sequence number and the 
shift index used in encoding, the I 1 and I 0 indexes can be 
determined. Then, the neighborhoods of the I 1 and I 0 indexes are 
5 analyzed to locate maximums and minimums in the case of amplitude 
modulation so that the value of the next bit can be decoded from 
the third set of 64 block increments, and so on for fifteen such 
n bits of the synchronization sequence. The fifteen bits stored .in 

i the raw data array DA may then be compared with a reference 

.ii0 synchronization sequence to determine synchronization. If the.. 
4 number of- errors between the fifteen bits stored in the raw data 

array DA and the reference synchronization sequence exceeds a 
P< previously set threshold, the extracted sequence is not 
& acceptable as a synchronization, and the search for the 

35 synchronization sequence begins anew with a search for a triple 
tone . 

If a valid synchronization sequence is thus detected, 
: there, is a valid synchronization, and' the PN15 data sequences may 
then be extracted using the same analysis as is used for the 
20 synchronization sequence, except that detection of each PN15 data 
sequence is not conditioned upon detection of the triple tone 
which is reserved for the synchronization sequence. As each bit 
of a PN15 data sequence is found, it is inserted as a 
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corresponding integer of the raw data array DA. When all 
integers of the raw data array DA are filled, (i) these integers 
are compared to each of the thirty- two possible PN15 sequences, 
(ii) the best matching sequence indicates which 5-bit number to 
select for writing into the appropriate array location of the 
output data array OP, and (iii) the group counter GC member is 
incremented to indicate that the first PN15 data sequence has 
been successfully extracted. If the group counter GC has not yet 
been incremented to 10 as determined at the processing stage 12,0, 
program flow returns to the processing stage 112 in order to *. 
decode the next PN15 data sequence. 

When the group counter GC has incremented to 10 as 
determined at the processing stage 12 0, the output data array OP, 
which contains a full 50-bit message, is read at a processing 
stage 122. The total number of samples in a message block is 
45,056 at a half-rate sampling frequency of 24 kHz. It is 
possible that several adjacent elements of the status information 
array SIS, each representing a message block separated by four 
samples from its neighbor, may lead to the recovery of the same 
message because synchronization may occur at several locations in 
the audio stream which are close to one another. If all these 
messages are identical, there is a high probability that an 
error- free code has been received. 
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Once a message has been recovered and the message has 
been read at the processing stage 122, the previous condition 
status PCS of the corresponding SIS element is set to 0 at a 
processing stage 124 so that searching is resumed at a processing 
stage 12 6 for the triple tone of the synchronization sequence of 
the next message block. 

ENTROPY DETECTION AND USE 
The entropy ancillary code encoded into the audio 
signal 14 by the encoder 12 either alone or with another 
ancillary code is decoded by the decoder 2 6 using, for example, 
the decoding techniques described above. The decoded entropy may 
be used, for example, to determine if the audio signal 14 has 
undergone compression/decompression. 

In order to detect compression/decompression, which 
reduces the entropy of an audio signal, the decoder 26, besides 
decoding the entropy ancillary code, uses equation (15) to 
calculate the entropy of the same portion of the audio signal 14 
that .was used by the encoder 12 to make the entropy calculation 
described above. For this purpose, the decoder 26 may calculate 
entropy in the same way that the encoder 12 calculates entropy. 
For example, if the thirteen-bit entropy ancillary code is 
appended to the twelve-bit ancillary code as discussed above, the 
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decoder 2 6 can determine the appropriate portion of the audio 
signal 14 from which it can also compute entropy only after it 
has successfully recovered the synchronization sequence, unless 
the decoder 26 continuously computes the entropy of the sixteen 
blocks preceding the current location of the analysis. 

Once the decoder 26 has decoded the entropy ancillary 
code and has made its own calculation of the entropy of the audio 
signal 14, it compares the entropy that it calculates to the 
entropy contained in the entropy ancillary code as decoded from 
the audio signal 14. If these entropies differ by more than- a* 
predetermined amount, the decoder 2 6 can conclude that the audio 
signal 14 has .undergone compression/decompression. Accordingly, 
if the decoder 26 concludes that the audio signal 14 has 
undergone compression/decompression, decoder 2 6 may be arranged 
to take some action such as controlling the receiver 2 0 in a 
predetermined manner. For example, if the receiver 20 is a 
player, the decoder 2 6 may be arranged to prevent the player from 
playing the audio signal 14 . 

Certain modifications of the present invention have 
been discussed above. Other modifications will occur to those 
practicing in the art of the present invention. For example, the 
invention has been described above in connection with the 
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transmission of an encoded signal from the transmitter 16 to the 
receiver 20. Alternatively, the present invention may be used in 
connection with other types of systems. For example, the 
transmitter 16 could instead be a recording device arranged to 
5 record the encoded signal on a medium, and the receiver 20 could 
instead be a player arranged to play the encoded signal stored on 
the medium. As another example, the transmitter 16 could instead 
O . be a server, such as a web site, and the receiver 20 could 
In • instead be a computer or other web compliant device coupled/over 
U10 a network, such as the Internet, to the server in order to 
'""4 download the encoded signal. 

Also, as described above, coding a signal with a "1" - 
; f ; bit using amplitude modulation involves boosting the frequency f x 

^ and attenuating the frequency f 0 , and- coding a signal with a "0" 

Q5 bit using amplitude modulation involves attenuating the .frequency 
f x and boosting the frequency f 0 . Alternatively, coding. a signal 
with a "1" bit using amplitude modulation could instead involve 
attenuating the frequency f x and boosting the frequency .f 0 , and 
coding a signal with a "0" bit using amplitude modulation could 
20 involve boosting the frequency f x and. attenuating the frequency 

fo- 

Moreover, the entropy of the audio signal 14 is 
calculated using equation (15) as described above. Instead, the 
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entropy of a signal, which is a measure of the energy of the 
signal, can be calculated using other approaches. 

Accordingly, the description of the present invention 
is to be construed as illustrative only and is for the purpose of 
5 teaching those skilled in the art the best mode of carrying out 
the invention. The details may be varied substantially without 
departing from the spirit of the invention, and the exclusive use 
of all modifications which are within the scope of the appended 
claims is reserved. 
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